
Abstract 

The Moksh project focuses on creating a real-time chat application using the MERN 

(MongoDB, Express.js, React, Node.js) stack. The chat application allows users to interact 

in one-on-one and group settings with real-time messaging and media sharing 

functionalities. In today’s world, the need for real-time, secure, and reliable communication 

platforms is essential. Moksh aims to bridge the gap by providing users with seamless 

communication. This project involved developing both a robust backend that handles user 

authentication and message storage, and a responsive frontend that ensures smooth 

interaction. 

The problem statement lies in the need for a chat application that can handle both real-

time communication and user security efficiently. The project uses Socket.io for real-time 

messaging and JWT for secure authentication, ensuring data protection. 

The methodology employed includes a modular approach where the frontend was built 

using React, the backend was managed with Node.js and Express.js, and MongoDB was 

used as the database. Socket.io enabled real-time message handling between users. 

The findings show that the use of the MERN stack for building a scalable and responsive 

chat application is highly effective, especially in managing both individual and group 

conversations. 

  



Introduction 

The Significance of Real-Time Communication in the Modern Era 

In the fast-evolving digital age, communication has transcended beyond traditional methods 

such as phone calls and emails. With the advent of social media platforms, messaging 

applications, and collaborative tools, instant communication has become the cornerstone of 

personal, business, and professional interactions. Real-time communication allows people 

to interact without delay, fostering faster decision-making and collaboration, which is 

essential in today’s fast-paced environment. The world has become highly interconnected, 

and messaging platforms have become the backbone of social and business interactions. 

Moksh, a real-time chat application, addresses the growing demand for platforms that 

enable individuals and teams to communicate seamlessly across geographical boundaries. 

Whether it’s for social interactions or for collaborative work environments, the need for 

instant messaging platforms is evident in both personal and professional spheres. Moksh 

aims to be a robust solution by offering real-time messaging capabilities, efficient media 

sharing, group chat functionalities, and secure user authentication—all within a sleek, 

responsive interface. 

Evolution of Real-Time Chat Applications 

Chat applications have evolved significantly over the past two decades. From simple text-

based chat rooms in the early days of the internet to sophisticated, feature-rich platforms 

like WhatsApp, Slack, and Microsoft Teams, the focus has always been on delivering 

fast, reliable, and secure communication services. Initially, chat platforms were limited to 

basic one-on-one messaging. However, with technological advancements, these platforms 

now support features like group messaging, file sharing, video and voice calls, and 

integration with other tools, enhancing their utility in both social and professional settings. 

The key to the success of any modern chat application lies in its ability to scale efficiently 

while ensuring minimal latency in communication. Modern frameworks and technologies 



like WebSockets enable real-time communication, allowing users to send and receive 

messages instantly without page refreshes or delays. Moksh leverages this technology to 

ensure that conversations are smooth, uninterrupted, and scalable to accommodate multiple 

users simultaneously. 

The Need for Secure and Scalable Communication 

With the increase in the usage of chat applications for both personal and business 

communication, concerns about data security and user privacy have become more 

prevalent. Data breaches, cyberattacks, and unauthorized access to sensitive information 

have raised serious concerns about the safety of user information on communication 

platforms. This necessitates the implementation of robust security measures in chat 

applications. 

Moksh addresses these concerns by using JSON Web Tokens (JWT) for authentication, 

ensuring that only authorized users can access the application. JWT provides a compact, 

self-contained way of securely transmitting information between parties as a JSON object. 

By using JWT, Moksh ensures that user sessions are secure, and sensitive information such 

as chat logs and personal details are not exposed to unauthorized entities. Additionally, all 

data transmitted between users is encrypted, further safeguarding it from potential threats. 

Scalability is another major consideration when developing a real-time chat application. As 

the number of users increases, the platform must be capable of handling large volumes of 

messages, file transfers, and user interactions without performance degradation. Moksh 

utilizes the MERN stack (MongoDB, Express.js, React, and Node.js) to create a scalable 

architecture that can handle multiple concurrent users. MongoDB, a NoSQL database, 

allows for flexible data storage and efficient retrieval of chat messages, making the system 

both scalable and responsive. 

Features of Moksh Chat Application 

Moksh is designed to offer a wide range of features that cater to both casual users and 

professionals. Some of the key features include: 



1. Real-Time Messaging: At the core of Moksh is its real-time messaging feature, 

which allows users to send and receive messages instantaneously. This is made 

possible through the integration of WebSockets via Socket.io, which ensures low-

latency message delivery. 

2. Group Chats: Users can create groups and participate in group discussions. This 

feature is especially useful for team collaborations, where multiple users need to 

communicate and share ideas in real time. Group chats in Moksh are dynamically 

scalable and can handle large numbers of users without affecting the performance of 

the application. 

3. Media Sharing: In addition to text messaging, Moksh supports sharing of media 

files such as images, videos, and documents. The platform handles large file 

transfers efficiently and ensures that media files are securely stored and retrieved 

when needed. 

4. User Authentication and Security: Moksh employs JWT-based authentication, 

which ensures that users are securely logged in and their sessions are protected. The 

use of JWT prevents unauthorized access and protects sensitive user data. 

Additionally, encryption protocols are used to ensure that the messages exchanged 

on the platform are private and cannot be intercepted by external entities. 

5. Real-Time Notifications: Users receive notifications for new messages, even when 

they are not actively using the app. This feature ensures that users remain updated 

with their conversations, enhancing the overall user experience. 

6. Responsive Design: The React.js frontend ensures that Moksh provides a 

responsive user interface across different devices, including desktops, tablets, and 

mobile phones. This makes the application versatile and usable in a variety of 

settings, from casual personal use to professional team communication. 

7. Scalability and Performance: Moksh has been designed to be highly scalable. The 

MERN stack allows the application to handle a large number of simultaneous users 

without compromising on performance. MongoDB, with its flexible document-

based data model, is particularly well-suited for storing and retrieving chat data 

efficiently. 



Benefits of Using the MERN Stack 

The MERN stack, consisting of MongoDB, Express.js, React.js, and Node.js, is a popular 

choice for developing modern web applications. Each component of the stack plays a 

crucial role in the development of Moksh: 

1. MongoDB: As a NoSQL database, MongoDB offers flexibility in storing chat data. 

Its schema-less design allows for dynamic data storage, which is ideal for chat 

applications that need to store a variety of data types such as text, media files, and 

timestamps. MongoDB also scales easily, making it perfect for applications like 

Moksh that expect to handle large volumes of data. 

2. Express.js: This lightweight framework for Node.js is used to build the backend 

APIs that serve the frontend. Express.js simplifies server-side development by 

providing a simple and minimalistic structure, which allows developers to handle 

HTTP requests, routes, and middleware efficiently. 

3. React.js: For the frontend, React.js provides a fast and responsive user interface. Its 

component-based architecture ensures that the user interface is highly dynamic, and 

the virtual DOM ensures that updates to the UI are handled efficiently, enhancing 

the user experience. React's ability to build reusable components helps in 

maintaining a clean code structure. 

4. Node.js: As the runtime environment, Node.js allows the development of server-

side applications that can handle multiple simultaneous connections efficiently. 

Node.js excels in real-time applications like Moksh because of its event-driven, 

non-blocking architecture, which enables it to manage real-time data exchanges 

smoothly. 

Market Need for Moksh 

There is a growing demand for chat applications that are not only fast and efficient but also 

secure and scalable. Platforms such as Slack, Microsoft Teams, and WhatsApp have 

shown the potential of real-time communication applications in both personal and 

professional settings. However, many of these platforms either charge high subscription 



fees for premium features or do not prioritize data privacy and security. Moksh fills this gap 

by offering a real-time chat application that is secure, scalable, and customizable to fit the 

needs of both individual users and businesses. 

Moksh is positioned to serve a variety of user groups, including: 

• Individuals seeking secure and private communication. 

• Teams and organizations looking for a reliable platform to facilitate collaboration. 

• Educational institutions that need a platform for students and teachers to 

communicate efficiently. 

  



Software Requirements Specification (SRS) for Moksh: 

Real-Time Chat Application 

1. Introduction 

1.1 Purpose 

The purpose of this document is to provide a detailed specification of the Moksh Chat 

Application, a real-time chat system developed using the MERN stack (MongoDB, 

Express.js, React.js, and Node.js). This SRS document outlines the functional and non-

functional requirements, system architecture, and features needed for the successful 

development of the application. 

1.2 Scope 

The scope of Moksh includes: 

• Real-time messaging (one-on-one and group chats). 

• Secure user authentication and authorization. 

• Media sharing (images, videos, documents). 

• Notifications for new messages. 

• Scalability to handle a growing user base and heavy traffic. 

1.3 Definitions, Acronyms, and Abbreviations 

• MERN: MongoDB, Express.js, React.js, Node.js. 

• JWT: JSON Web Token, used for secure user authentication. 

• UI/UX: User Interface/User Experience. 

• Socket.io: A library used for real-time, bi-directional communication between web 

clients and servers. 

 



2. Overall Description 

2.1 Product Perspective 

Moksh is a web-based chat application that allows users to communicate in real-time. The 

system is designed to handle high concurrency and ensure fast and secure message delivery, 

while providing a seamless user experience across all devices. 

2.2 Product Features 

• Real-Time Messaging: Enables users to exchange messages instantly. 

• Group Chats: Allows multiple users to participate in the same conversation. 

• Media Sharing: Users can share images, videos, and documents. 

• Notifications: Real-time notifications for incoming messages. 

• Secure Authentication: JWT-based authentication to ensure data privacy and 

security. 

• Responsive Design: Works on desktops, tablets, and mobile devices. 

2.3 User Characteristics 

The users of Moksh include: 

• Individuals: Users looking for personal real-time communication. 

• Teams/Organizations: Professional users who need group messaging for 

collaboration. 

• Admins: System administrators responsible for managing users and maintaining the 

system. 

2.4 Constraints 

• Performance: The system must handle thousands of simultaneous users without 

lag. 

• Security: Strong user authentication and encryption of sensitive data. 



• Scalability: The system should scale horizontally to support increasing user traffic. 

 

3. Functional Requirements 

3.1 User Registration and Login 

• Users must be able to create an account by providing a valid email and password. 

• Secure login using JWT tokens, with password hashing for protection. 

• Users can reset their password using email verification. 

3.2 Real-Time Messaging 

• Users can send messages to other users in real-time, without page reloads. 

• Both individual and group messaging should be supported. 

• Messages should be timestamped and delivered in the correct order. 

3.3 Group Chats 

• Users can create and join group chats. 

• Group administrators can manage members (invite, remove, mute). 

3.4 Media Sharing 

• Users can upload and share images, videos, and documents within chats. 

• The system must limit the file size and format to ensure performance. 

3.5 Notifications 

• Users will receive notifications for new messages even when they are not actively 

using the app. 

• Notifications must be real-time and disappear when the user opens the app or views 

the message. 



3.6 User Profiles 

• Each user will have a profile displaying basic information (name, profile picture, 

status). 

• Users can update their profile information and profile picture. 

 

4. Non-Functional Requirements 

4.1 Performance 

• The system must handle up to 1000 messages per second in real-time. 

• Response time for message delivery should be less than 1 second. 

4.2 Security 

• All communication between users and the server should be encrypted using SSL. 

• JWT will be used for secure session management. 

• User passwords must be encrypted using hashing algorithms like bcrypt. 

4.3 Scalability 

• The system should support horizontal scaling to handle increasing numbers of users. 

• The database should be able to store millions of messages without degradation in 

performance. 

4.4 Availability 

• The system must have at least 99.9% uptime, with robust error-handling 

mechanisms in place to minimize downtime. 



4.5 Usability 

• The user interface must be intuitive, responsive, and easy to navigate. 

• The app must be accessible across various devices including desktops, tablets, and 

smartphones. 

4.6 Maintainability 

• The codebase should follow modular design principles to allow for easy updates and 

feature additions. 

• The system should include unit tests and integration tests to ensure the reliability of 

code changes. 

 

5. System Architecture 

• Frontend: Developed using React.js for building a dynamic and responsive user 

interface. 

• Backend: Built on Node.js and Express.js, handling the API routes and business 

logic. 

• Database: MongoDB is used to store user data, chat messages, and media. 

• Real-Time Communication: Socket.io is used to enable real-time messaging 

between clients. 

• Authentication: JWT for secure user login and session management. 

 

6. External Interface Requirements 

6.1 User Interfaces 

• A web-based user interface will allow users to send messages, manage their profile, 

and interact in real-time. 



• The interface will support media sharing, group chat creation, and notifications. 

6.2 Hardware Interfaces 

• Moksh will run on standard servers and cloud environments that support Node.js 

and MongoDB. 

• Clients can access the application through any modern web browser. 

6.3 Software Interfaces 

• REST APIs for interaction between the frontend and backend. 

• WebSocket connections for real-time messaging. 

 

7. Assumptions and Dependencies 

• The system will be deployed on a cloud infrastructure like AWS or Heroku. 

• Users are expected to have a reliable internet connection for seamless real-time 

communication. 

• The application depends on third-party services like JWT for authentication and 

Socket.io for real-time messaging. 

  



System Design for Moksh: Real-Time Chat Application 

 

 

Here is the System Design (Client-Server Architecture) for the Moksh Chat 

Application using the MERN stack. It represents the data flow between the client, server, 

and database, including how the application handles user login, messaging, and real-time 

communication using Socket.io and JWT authentication. 



Description: 

1. Client-Side (Browser with React.js): 

a. The client is the user’s browser running the frontend, built using React.js. 

Users can log in, send messages, view chats, and receive real-time 

notifications. 

b. Client-side interactions involve making HTTP requests (e.g., login) and 

maintaining a WebSocket connection for live chat updates using Socket.io. 

2. Server-Side (Node.js with Express.js): 

a. Node.js and Express.js handle the backend of the application, receiving 

requests from the client. 

b. The server processes user requests like login (using JWT for 

authentication), sending and receiving messages in real-time using 

Socket.io. 

3. Database (MongoDB): 

a. MongoDB is used to store user information, chat history, and media files 

(e.g., images and documents). 

b. The server communicates with MongoDB to query or update the database as 

needed (e.g., retrieving chat history or saving new messages). 

4. Real-Time Messaging: 

a. The server uses Socket.io to establish WebSocket connections for real-time 

communication, ensuring messages are sent and received instantly between 

users. 

This design provides a clear view of the interactions and flow of data in a typical Client-

Server architecture for the Moksh chat application. 

  



 

Here is the Entity-Relationship (ER) Diagram for the Moksh Chat Application. It 

visualizes the relationships between the key entities involved, such as Users, Messages, 

Groups, and Media, as well as their relevant attributes. 

Detailed Description: 

1. Users: 

a. Attributes: user_id, name, email, password, profile_pic, status. 



b. Relationship: Users can send multiple Messages and can belong to multiple 

Groups. 

2. Messages: 

a. Attributes: message_id, content, timestamp, sender_id, group_id. 

b. Relationship: Each message is sent by a single User and can be part of a 

Group or a one-on-one chat. 

3. Groups: 

a. Attributes: group_id, group_name, admin_id. 

b. Relationship: Groups have multiple Users and can contain multiple 

Messages. Each group has an admin (a user who manages the group). 

4. Media: 

a. Attributes: media_id, file_type, file_url, message_id. 

b. Relationship: Media files are attached to Messages (e.g., images, videos, 

documents). 

Relationships: 

• Users send Messages. 

• Messages belong to Groups or one-on-one chats. 

• Media are associated with Messages. 

This ER diagram shows how the system's data is organized and the relationships between 

key entities, ensuring the Moksh application can efficiently manage real-time messaging, 

user interactions, and media sharing. 

  



Result 

 

For Registeration: 
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For Selecting Avatar: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Chat app ui: 

  



Summary of Moksh Chatting App 

Moksh is a chatting app designed to facilitate meaningful conversations and enhance social 

connections among users. It features real-time messaging, voice and video calls, and unique 

tools for sharing multimedia content. Moksh emphasizes user privacy and security, 

employing end-to-end encryption and customizable privacy settings. The app also 

incorporates community-building elements, allowing users to join interest-based groups 

and participate in discussions. 

Conclusion 

In conclusion, Moksh stands out in the crowded messaging app market by prioritizing user 

engagement and privacy. Its combination of robust features and a focus on community 

interactions positions it as a valuable platform for users seeking to connect more deeply 

with others. As it continues to evolve, Moksh has the potential to become a preferred 

choice for those looking to foster genuine relationships in the digital age. 
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Appendix 

 

• Code for frontend: 

 

ChatContainer.jsx 

 

 



 











 

  



ChatInput.jsx 

 









 

  



Contacts.jsx 

 









 

  



Logout.jsx 

 

 

  



Messages.jsx 

 

 

  



Welcome.jsx 

 

 

  



Chat.jsx 

 







 

  



Login.jsx 

 









 

  



Register.jsx 

 











 

  



SetAvatar.jsx 

 















 

  



• Backend code snippet: 

 

messageModel.js 

 

 

  



userModel.js 

 

 

  



MessageController.js 

 

 

 

  



UserController.js 

 

 

 

  



 

 



 

 



 

 



 

 

  



MessageRoute.js 

 

 

UserRoute.js 

 

 

 

  



Index.js 
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